Abstract: In this paper we propose a possible framework for sustainable cyber-physical energy systems. Given any physical ecological system and its social governance which defines its objectives, the two combined represent a Socio-Ecological System (SES). Motivated by the general SES framework for sustainability proposed by a recent Nobel Prize winner Elinor Ostrom, we define a Socio-Ecological Energy System (SEES) framework first, its core variables and second-order variables whose characteristics can be used to assess the likelyhood of an SEES being sustainable. We then propose that such system can be greatly shaped by directly embedding cyber into its core variables, resources, governance and users. However, due to vast spatial dispersion of core variables and their poor mobility, it is not possible to align the second-order variables within an SEES without engineering a network system, both physical and cyber. This leads to introducing the taxonomy of deeper-order variables and interaction variables relevant for modeling the physical system. The objectives of cyber system design are to use sensing, communications, computing and control to coordinate the physical interactions variables to best align temporal and spatial characteristics of the core variables. Examples of several qualitatively different SEES architectures are shown in support of the main conjecture in this paper that not all architectures need the same cyber. Cyber, as everything else, must be designed with clear objectives. Recent trends toward smart grids are discussed using the proposed taxonomy. Simple examples are shown to illustrate the type of sensing and observation required by the controllers to ensure pre-defined performance. The inter-dependencies between the complexity of observation and control, on one side, and the performance are illustrated in light of frequency regulation for qualitatively different power grid architectures.
INTRODUCTION
Much has changed in the electric power industry since the days the backbone grid was built. As the power grid complexities have evolved, there has been a steady increase toward relying on Supervisory Control and Data Acquisition (SCADA) for estimating status of various equipment, in particular. Moreover, the industry is using computer algorithms for scheduling generation based on system demand forecast. Fast and hard to predict demand fluctuations are compensated using Automated Generation Control (AGC) and stabilizers on power plants. The power grid has by and large served the role of a passive interconnector between the large power plants and electricity users. Consequently, the objectives of T&D have mainly been to make sure that the grid remains intact and serves majority of the users without any major wide-spread interactions. Broadly speaking, the T&D has not been critically dependent on cyber support up to now. In this paper we use terms ⋆ This work is supported by US NSF award 0931978.
"cyber" and Information and Communications Technology (ICT) interchangeably.
The use of cyber in today's electric power industry, however, needs to be re-examined in light of the newly emerging diverse distributed energy resources and demand-side technologies. The underlying assumptions in support of monitoring and controlling the existing grid no longer hold [Ilić (2010) ]. As a consequence, both the design of future physical power grids as well as their supporting cyber technologies must be revisited. It is particularly important to pose the basic objectives of the cyber-physical energy systems. Once this is understood, it becomes much more straightforward to proceed with the design.
In this paper we start by considering any given physical energy system comprising various energy resources and the energy users. Its basic objective is for supply to meet the needs of energy users in a sustainable way. It has been hard to formalize the role of electric power grid interconnecting supply and demand and its supporting cyber technologies to this major objective. One possible way of beginning to establish a more formal taxonomy of the role of an electric power grid and its cyber is to view these in light of enabling sustainable supply and demand balancing. In this paper we provide an example of a more general framework introduced in [Ilić (2010) ] which builds on the Socio-Ecological System (SES) framework by Elinor Ostrom [Ostrom (2009) ] as the starting point for formalizing the objectives of man-made physical power grid and the supporting cyber. These become effectively a means of enabling the integration and utilization of available diverse energy resources to best serve users in sustainable ways. In this paper we start by briefly summarizing this general framework and summarize a notion of an Socio-Ecological Energy System (SEES) recently proposed in [Ilić (2010) ] in Section 2. The concept of interaction variables between the sub-systems referred to as smart balancing authorities (SBAs) is used to illustrate the magnitude of interactions between the SBAs and the need for the supporting cyber to monitor and control these interaction variables in order to have just-in-time (JIT) and just-in-place (JIP) supply and demand balancing in response to hard-to-predict disturbances created by loads and/or intermittent resources. With the deployment of fast and accurate measurements, phasor measurement units (PMUs), in particular, it is becoming possible to spatially differentiate effects of load deviations across larger electircal distances within a complex electric power grid. This, in turn, means, that it would be possible to have different control technologies for compensating frequency deviations even across different SBAs. However, designing cyber to regulate frequency at much higher spatial granularity than in the past will require understanding of this cyber objectives from the point of view of JIT and JIP balancing of otherwise unbalanced supply and demand. In Section 2 we summarize the notion of an SEES as introduced in [Ilić (2010) ]. This is followed by a modeling section 4 of interaction variables needed for more spatially differentiated frequency regulation than today's AGC. It is illustrated on a simple five-bus two SBAs system how different physical grid would require different cyber in order to regulate frequency in response to the same disturbance. In the concluding Section 5 it is suggested that there exist definitive tradeoffs between the design of the physical power grid and its cyber design for ensuring the same performance. While the illustration is shown only for just-in-time (JIT) and just-in-place (JIP) alignment for meeting frequency specifications, further work is needed to generalize these concepts for more adaptive selection of performance objectives as system conditions vary for managing often conflicting sustainability attributes.
ELECTRIC POWER GRID AND ICT AS ENABLERS OF SUSTAINABLE SOCIO-ECOLOGICAL ENERGY SYSTEMS (SEES)
One of the main premises of this paper is that the objectives of smart grid should be closely related to enabling sustainable energy services. Given characteristics of energy resources and energy users, both governance policies and the design and operation of the man-made energy delivery system greatly impact how well will temporal and spatial characteristics of resources and users be matched. A possible qualitative and quantitative approach to conceptualizing the role of smart grids described in Fig. 1 . Key Core-and Second-Order Variables of an SES this paper is motivated by the concepts put forward in the seminal work as a Socio-Ecological Systems (SES) framework for sustainability analysis [Ostrom (2009) ]. In particular, the idea of introducing common set of variables key to identifying factors that may affect the likelihood of particular policy to enhance sustainability in one type and size of resource system and not in the other types is extremely appealing to tackling the problem of governance required to support sustainable electric energy systems as they undergo their evolution. Sustainability fundamentally means careful balancing of multiple objectives such as emissions, cost (O&M and capital), as well as business stability of supporting hardware and software technologies ]. Policies determining these tradeoffs are critical to both short-and long-term ability of a SES to sustain itself ].
Shown for completeness is in Figure 1 a summary of core and second-order variables characterizing any socioecological system which are believed to most critically affect its sustainability characteristics, as proposed in the Nobel prize winning framework for water SES [Ostrom (2009); Wichelns (2009)] . The sustainability of an SES is represented by the characterstics (second-order variables) of the core variables and it depends on: 1) the size, productivity and predictability of the overall resource system; 2) the mobility of resource units; 3) the governance system in place, in particular on having collective choice rules; and, 4) the number, leadership, social norms and the overall knowledge by the system users concerning the characteristics of the resource system, resource units and the governance system characteristics.
To introduce a notion of a Socio-Ecological Energy System (SEES), consider a simple electric power system diagram shown in Figure 2 . We observe that each energy system, independent of specific architecture, has the same core variables shown in Figure 1 ; namely, resource system and units are generators, users are loads and governance system is set of operating and planning rules for managing resources and users.
We suggest in this paper that viewing any future energy system in terms of its core-and second-and deeper-order variables and designing the man-made grid and ICT to induce that these variables lend themselves in a best possible way to sustainability is one possible approach of aligning the characteristics of the energy resources, electric power grid, ICT and the policy. Smart grid becomes consequently a means of implementing the man-made physical power grid and its ICT in support of sustainable energy SES. Specific to the energy systems, shown in Figure 3 are the key core-and second-order variables whose characteristics determine how sustainable a socio-ecological energy system (SEES) based on the characteristics of resources, users and governance system.
We stress that how well the characteristics of resources and users are matched in time determine the basic QoS, efficiency and environmental impacts of any given SEES. To start with, there exists a very real mismatch between, for example, the most sustainable natural cycles of specific energy resources, on one side, and their typical utilization driven by the users' needs and the ability to delivery their energy to the right place, on the other. A study documenting this mismatch in context of electric power dispatch operating practices can be found in [Connors (1992) ]; this work points out gross under-utilization of individual generators when performing economic dispatch within an interconnected power grid. This mismatch highlights the need for caution when assessing system efficiency based on the attributes of individual components; it is generally not possible to implement full efficiency of individual components due to temporal and spatial constraints.
Similarly, because of often vast geographical distances between the components within an SEES, it is generally difficult to deliver energy from the most desirable energy resources to the users. In reference to Figure 1 , energy systems generally do not have many mobile resources, and, this makes their sustainability very sensitive to how well are man-made electric power grids and other energy delivery means suited to align the production and consumption. Delivery-related constraints often contribute to significant under-utilization of otherwise most attractive energy resources. Finally, we point out that the temporal and spatial interdependencies may sometimes also be very pronounced in an SEES, and, because of this, it is not possible to manage these separately from each other.
This brings us to the following specific question: What is the fundamental role of ICT in inducing sustainability of electric energy systems? This question assumes that the physical grid is already designed. A broader question, not discussed in this paper, would be how to design both physical grid and its supporting ICT to induce sustainable energy services. The latter is key to questions in developing countries where energy demand is rapidly growing. To answer this question, we start with the same set of firstlevel core sub-systems as proposed in [Ostrom (2009) ] since the ultimate goal of electric energy systems is indeed to serve energy users while ensuring sustainability of natural ecological resources. In this paper we conjecture that one of the key objectives of transforming today's energy systems to smart systems capable of meeting short-and long-term future needs must be to develop methods for better understanding and matching broad SEES attributes, properties of physical grids, as well as the characteristics of ICT and governance system. In this section we suggest that there exist several qualitatively different architectures of energy systems and that the design of best ICT which makes the most out of the available resources should be architecturespecific.
In this section we pose the problem of smart grid design and operation by first characterizing the energy resources, users' preferences and the governance system for energy much the same way as water systems were characterized using the SES framework in [Ostrom (2009); Wichelns (2009) ]. This general framework for assessing sustainability of any SES can be applied to future energy systems, and, in particular to forming one possible basis for understanding the role of smart grids and ICT in shaping their sustainability. Shown in Figure 3 is an energy system viewed as a Socio-Ecological System (SES), augmented by a man-made grid and man-made ICT. For any given SEES, the man-made grid and its ICT must be designed so that they induce core-and second-level variables listed in Figure 1 which lend themselves best to an overall sustainable SEES. In [Ilić (2010) ] several qualitatively different energy system architectures are presented and it is described how for given SEES in any of these architectures one could think of a man-made grid and man-made ICT from the point of view of shaping its core-and second-order variables. Notably, since the starting SEES is qualitatively different for representative architectures, the design of a man-made grid and its ICT must be different.
It is further explained in that paper how implementing ICT to manage available resources in JIT manner (corrective approach) instead of relying on worst-case conservative preventive approach to balancing supply and demand could go a very long way to enhancing sustainable services of any given SEES. There has been recent work pointing out the need for more prediction and adaptation, and in particular, the need for computationally robust software to implement more efficient resource unit commitment and dispatch [FERC (2010) ]. Potential for enhancing sustainability of bulk regulated and liberalized energy systems is significant. This brings one to recognizing that such software becomes an integral part of smart grid design for sustainable energy services. Using the general SES framework this simply means creating an ICT-enabled environment which is capable of bringing the core-and second-order variables closer to having more likely sustainable characteristics.
SES-BASED MODELLING FRAMEWORK FOR SUSTAINABLE ENERGY SYSTEMS
It is at this point that we begin to observe that the choice of key variables depends on the type of architecture and on questions the modeling framework attempts to answer. Much the same as in the seminal SES work and its recent applications to water systems we are concerned with modeling for sustainable technical and policy design. Relevant models and ICT design for sustainable performance strongly depend on the type of a given SEES. In order to pursue a possible framework for ICT design in smart grids, it is essential to establish sufficiently accurate, yet not too complex, modeling framework which captures inter-dependencies between the SEES, physical grid, ICT and the governance system.
The Need for Modeling Deeper-Level Variables
In order to induce sustainable JIP energy services by means of smart grids and their ICT, it becomes necessary to extend concepts from the general SES sustainability framework to include spatial inter-dependencies. This can be done only if the mathematical models capture significant interactions among the spatially distant resources and users. Therefore, it becomes necessary to model spatial interactions between different clusters of delivery system users across very large interconnected bulk man-made power grid. It is here that modeling physical processes underlying man-made power systems becomes key to smart grid management design for sustainability.
To elaborate, we recall mathematical models derived in the engineering literature [Ilić and Zaborszky (2000) ; Ilić (2000) ; Ilić et al. (2007) ] with an eye on assessing qualitatively and quantitatively the highly complex, nonlinear interdependencies among the multiple variables used to characterize an electric energy system. In particular, physical interaction variables reflecting electrical distances (EDs) between different portions of a large man-made grid It is important to understand that these variables can only be modeled by careful model reduction of an otherwise very complex electric grid. Shown in Figure 2 is a two-area illustrative power grid, and in Figure 4 are the interaction variables created in one area by a disturbance in the neighboring area. It is important to understand that matching different patterns of users and resources across the two area man-made system efficiently will require sensing and control of this interaction variable. Shown in Figure 5 is an illustration of a possible smart grid ICT for this purpose in which PMUs measure these interaction variables, and these are communicated to the resources and users willing to compensate the deviations in interaction variables at value [Liu and Ilić (2010) ].
It should be somewhat intuitively clear that the characteristics of second-and deeper-level variables for hybrid and fully distributed architectures are very different than in the bulk energy systems discussed earlier. Consequently, the type of ICT needed to induce as sustainable performance as possible for these systems is very different. In particular, since these systems will have significant penetration of small hard-to-predict characteristics, ICT paradigms supporting peer-to-peer communications and decision making by self-organizing highly pro-active users are likely to support very sustainable services with the right governance in place. Many technologies recognized as smart distribution system technologies (AMIs, in particular) become key to sensing and adapting in a highly distributed way. According to the general principles of sustainable SESs, technologies, such as distributed storage, electric vehicles, wind and solar power, all lend themselves to being highly capable of becoming part of a sustainable eco-energy system.
Modeling relevant interactions for other than fully regulated large-scale SEES represents a major R&D future challenge. Even the question concerning aggregation of distributed users and resources is an open one. For example, it is possible to aggregate system users which have similar temporal characteristics, but are dispersed throughout an electric power grid. It is also possible to aggregate system users which are located in the same parts of the electric power grid but with vastly different temporal characteristics. Very different challenges to ICT and control design complexities would be seen when attempting to make SEES in one or the other case sustainable. However, given aggregation of small system users into portfolio of one or the other type, it is fundamentally possible to generalize the notion of interaction variables and deeper-order variables for these new architectures as well. More specifically, a (vector of) variables internal to the aggregated portion of the system is generally a function of its internal states and decision making in place. The interaction variables by definition cannot be affected by internal actions unless the subsystem is connected to the rest of the system. While this definition is analogous to the definition for bulk power systems of today, much work is needed to understand how are they affected by the new technologies which are being deployed. Missing at this time are governance mechanisms which value JIT, JIP and JIC (Just In Context) contributions of these technologies to a high quality of service sustainable energy services. These are only some of the first examples illustrating the importance of deeper-order interaction variables within an SEES. To our knowledge, relating sustainability of an SEES to the interaction variables within the complex electric power grid has been attempted for the first time in this paper. More work is needed to develop formal models for the evolving architectures. Also, the deeperorder variables can be used to assess inefficiencies caused by lack of coordination. Actual system data should be used to assess at least order of magnitude inefficiencies.
Toward Possible Approach to Designing and Operating Smart Grids in Support of Sustainable Energy Services
The premise we put forward is that for any given particular type of energy resource system, the operating and planning engineering practices must ensure that the deeperlevel variables of the man-made electric power grid are such that they align resource and user characteristics. In simple terms, interaction variable needs to be sensed and communicated to the right controllers to manage spatial and temporal matching of resources and users well. This requires careful engineering and governance design. Only then the likelihood of having a sustainable complex manmade electric energy grid embedded within the natural energy resource system will be high. This conjecture recently presented for the first time [Wichelns (2009) ] is directly motivated by the work in [Ostrom (2009) 
We pose the design of a man-made electric power grid within the ecological energy resource system as the problem of inducing properties of second level variables in the resource system that are most likely to be sustainable. To us, this is an exciting novel link which one could use to carefully design man-made systems in order to make the most out of the available natural resources.
We start by emphasizing that the desired properties can be induced by starting with models which represent the core-and second-level variables, and then by introducing deeper-level variables specific to energy systems which capture the nonlinear inter-dependencies within the overall system. Designing man-made power grid, and ICT to induce sustainability using these models amounts to designing a composite energy SES, man-made grid-ICT system which has the highest likelihood of having sustainable properties.
Fig. 6. Small Balancing Areas (SBAs)
Our proposed approach to modeling and designing manmade power grid and its ICT for sustainable service, is basically a three-step process:
Step 1-Start with the core-and second-level variables to characterize given SEES;
Step 2-Define and model deeper-level variables for capturing inter-dependencies between SEES, physical grid, ICT and governance system; and,
Step 3-Design physical grid, ICT and governance system to induce sustainability by sensing and control interaction variables (deeper-level) variables so that the closed-loop system has good JIT, JIP and JIC functionalities.
Notably, the general SES framework helps define the most adequate ICT design needed for core subsystem characteristics and their second-level variables to enable the man-made electric power grid with functions needed to obtain an overall sustainable SEES. The actual ICT design needs to be done with clear understanding of such purpose. Better understanding of the SEES-electric power grid-ICT complex system is key to enhancing both the physical grid and its intelligence to support SEES for longterm sustainable energy provision.
Using the language of SES, we conclude that the main purpose of ICT is to align attributes of resource system, resource units and users. This is no small task given the spatial and temporal complexities of near real-time power balancing. The resource system predictability by means of ICT techniques is particularly key to the system design.
The Role of Smart Grid and ICT for Sustainable Energy Delivery
Somewhat unique to the energy systems in which energy is transported via electric power grid is the problem of sustainable electric power delivery. the resources are generally not mobile. An interactive multi-layered ICT framework with much embedded intelligence at all layers (resources and users) with minimal coordination among the layers could enable large penetration of wind in coordination with responsive demand and other distributed technologies, without requiring any new large investments in conventional generation or transmission ]. This is contrary to many estimates and predictions which necessarily associate clean sustainable energy service with Figure 6 is a general sketch of small balancing areas (SBAs) interacting and balancing spatially and temporally. The interactions are deeper-level variables discussed above. There is much research to be done for modeling, communications and control design in all types of SEES architectures. We refer to this interactive paradigm as Dynamic Monitoring and Decision Systems (DYMONDS) described in this paper as a possible ICT solution in support of sustainable energy utilization.
FREQUENCY REGULATION REVISITED
The concept of interaction variables between the subsystems referred to as smart balancing authorities (SBAs) is used to illustrate the magnitude of interactions between the SBAs and the need for the supporting cyber to monitor and control these interaction variables in order to have just-in-time (JIT) and just-in-place (JIP) supply and demand balancing in response to hard-to-predict disturbances created by loads and/or intermittent resources.
With the deployment of fast and accurate measurements, phasor measurement units (PMUs), in particular, it is becoming possible to spatially differentiate effects of load deviations across larger EDs within a complex electric power grid. This, in turn, means, that it would be possible to have different control technologies for compensating frequency deviations even across different SBAs. However, designing cyber to regulate frequency at much higher spatial granularity than in the past will require understanding of this cyber objectives from the point of view of JIT and JIP balancing of otherwise unbalanced supply and demand.
System dynamics are primarily assumed to be driven by changes in demand. The general model of load deviations at and bus j can be thought of temporally decoupled as
(1) where t, kT s and KT t correspond to instantaneous time, short time step and long time step, respectively. In parallel, any generation changes, either in response to load changes or independent of them, have similar temporally separated components modeled as
2) Dynamic model of one SBA in continuous time domain can be written in a general way aṡ x = f (x, y, u, p) (3) where x can be power out put P G and/or angular frequency ω G of generators within this SBA.
By settingẋ = 0 at each discrete time step kT s , the quasi-static model of deviations around the equilibrium is derived as [Ilić and Liu (1996) ]
(4) where
is an vector for frequency deviations of generators connecting to this SBA in time step kT s . ω ref G [k] is the control vector to adjust the frequency set-points of AGCengaged generators in time step kT s . Σ is a diagonal matrix containing the droop characteristics of all generators inside of this SBA. D is a diagonal matrix with the damping ratios of all generators inside of this SBA. K p is a structural matrix derived from the decoupled sub-system P − δ Jacobian matrix. δ G [k] is the phase angle of all generator buses in time step kT s . F e[k] represents a factor of power flows injected to this SBA from the tie-lines in time step kT s . D p is another structural matrix which relates the load fluctuations to its impacting of generator outputs.
The discrete time domain dynamic equation takes one of the following two forms by either substituting (5) into (4) or (4) into (5).
where I is an identical matrix. B s is the control participant matrix for generators.
Note that in both (4) and (5), the evolution of state variables of one SBA only depends on its own state and the tie-line flows from outside world. This implies a distributed way of modeling and designing control of the quasi-static dynamics of interconnected SBAs when full measurement of power flow on tie-lines that connect to them is given.
Interaction Variables
In [Ilić and Zaborszky (2000) ], the interaction variables for one control area (SBA in this paper) in quasi-static discrete time domain is defined as a linear combination of the states,
when secondary level control, internal disturbances and interconnections to other regions are removed.
For discrete time linear system
(9) if system matrix A is singular, matrix T in equation (8) can definitely be obtained as the left eigenvector of the null space of A. The specialized case is when A has only one zero eigenvalue, which means it is n − 1 singularity, T becomes an vector and T ∈ ℜ (1×n) . Take (7) as an example, for the quasi-static discrete time domain power system model used in this paper, the interaction variable for the ith SBA is found as
where K i p is structurally singular so that T is just the left eigenvector of K i p 's null space, as has been analyzed above.
Two Distributed Model Based Strategies of Designing Automatic Generation Control
The main purpose of AGC is to eliminate fast deviations of system frequency in secondary level. It is physically implemented by adjusting the set-point value of each AGC-engaged generator's primary governor speed-changer ω ref G [k] of the G-T-G sets participating at this control leve at discrete time instants kT s , k = 0, 1, .... The linearized system discrete time model (6) is adopted for the control design. The difference between the generator's rotating speed and its pre-specified value given by tertiary control (at time KT s ) is measured as a feedback information in the following form:
where the gain matrix G s can be determined by formulating an optimal control problem. A linear quadratic regulator (LQR) criterion for the SBA level can be written as,
By solving the optimization problem that minimize J s , the optimal control gain G s for secondary level AGC can be obtained.
The LQR-based strategy proposed above to minimize frequency deviations of (6) can be further improved by concerning the influence from tie-line flow deviations, which is the second control design strategy used in this paper [Ilić and Liu (1996) ]. To cancel out the impacts from tie-line flows,
In this case, the accuracy and reliability of tie-line flow measurements need to be essentially ensured since u s [k] relies on the measurement to adjust itself to cancel out the tie-line flow deviations. PMUs would be an valid candidate for designing this cyber system.
Numerical Simulations and Study
Numerical simulations in this paper are based on the small example system posted early in this paper (Figure 2 ). Load disturbances on bus 5 are assumed to be the only driving force of the system imbalance ( Figure 7) .
Three case-studies have been taken into consideration. The EDs of tie-line 2-3 and 4-5 have been assigned with different values in each case. Basically, in case 1, the EDs of tie-line 2-3 and 4-5 are very small, in case 2, they are in medium size while in case 3 they are relatively large (specified values are listed in Table 1 ). Distributed modeling is first done for all of the cases and its performance is evaluated through comparison of the real value of system state variables. Afterwards, control strategies proposed in section 4.2 are applied to those SBAs to design secondary level AGC to eliminate the system imbalance caused by disturbances on bus 5. In order to verify the effectiveness of [Hoffman and Illian (1996) ] is applied to compensate the same load fluctuations introduced to bus 5. Figure ? ? verify the performance of the distributed modeling which is able to obtain the error magnitude around 10 −3 . Comparisons between different types of secondary level AGC are illustrated by Figure ? ?. Taking the frequency deviations of generator 1 as a representative, the accumulated variance given by ACE-based control increases as time goes because the criteria is to force the ACE cross 0 in every 10 minutes so the frequency deviation will keep increasing until next balancing action is taken. The improved AGC eliminates more frequency deviations of generator 1 than the LQR-based AGC because 
Analysis

CONCLUSIONS
The main point of this paper is to highlight a possible framework for posing the problem of designing the physical grid and its cyber in the context of much broader energy system sustainability objectives. In particular, it is claimed that the general SEES framework could be used as the basis for coupling the objectives of engineering design (physical grid and its cyber), on one side, and the broad environmental and energy objectives. The commonality comes from interpreting the deeper-level variables within an SEES and the interaction variables of an electric power grid. Once this is understood,the cyber design for a given physical grid, and vice versa, in order to align temporal and spatial characteristics of supply and demand follows.
